CLEVELAND, OHIO

Azure Infrastructure

Engineer

The City of Cleveland, OH (population 361,607), is the 18th largest city in the United States, birthplace to the Environmental
Protection Agency, healthcare capital of the world and home to the Rock & Roll Hall of Fame Museum. The city is seeking elite
information technology professionals as candidates for their Azure Infrastructure Engineer (AIE) position.

The AIE reports to Data Center Cloud Manager. The AIE is responsible for helping to manage applications and data in the Microsoft
Azure Cloud.

Position Overview:

As an Azure Infrastructure Engineer, your role will involve designing, implementing, and maintaining the organization’s Microsoft
Azure Cloud infrastructure. You will work closely with cross-functional teams to ensure efficient and secure deployment of
applications and services on the Azure platform.

Duties Include:

1. Azure Infrastructure Design: Collaborate with architects and stakeholders to design Azure infrastructure solutions that meet
business requirements, ensuring scalability, availability, and security.

2. Deployment and Configuration: Implement and configure Azure resources, including virtual machines, storage accounts,
networking components, and Azure Active Directory. Automate deployment processes using Infrastructure-as-Code (laC) tools like
Azure Resource Manager templates or Terraform.

3. Monitoring and Performance Optimization: Monitor Azure infrastructure performance, identify bottlenecks, and proactively
optimize resource utilization. Implement monitoring solutions, set up alerts, and conduct performance tuning for optimal efficiency.

4. Security and Compliance: Implement and maintain robust security controls and best practices in Azure environments, ensuring
compliance with relevant industry regulations (e.g., GDPR, HIPAA). Configure network security groups, virtual network gateways,
and other Azure security features.

5. Backup and Disaster Recovery: Design and implement backup and disaster recovery solutions for Azure infrastructure, including
backup policies, site recovery, and high availability configurations.

6. Troubleshooting and Issue Resolution: Investigate and resolve infrastructure-related issues, working closely with application
and support teams. Conduct root cause analysis and implement corrective actions to prevent recurrence.

7. Documentation and Knowledge Sharing: Create and maintain
documentation, including infrastructure diagrams, configuration
details, and standard operating procedures. Share knowledge and
provide guidance to team members regarding Azure infrastructure best
practices.

8. Collaboration and Communication: Collaborate with cross-
functional teams, including developers, system administrators,
and security teams, to ensure smooth integration and operation of
applications on Azure. Communicate effectively with stakeholders,
providing updates on infrastructure projects and addressing any
concerns or questions.
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The Ideal Candidate Will Possess:

* A Bachelor's degree in Computer Science, Management Information Systems or

a closely related field from an accredited college or university is required.
Two years minimum of experience with Microsoft Azure Cloud Infrastructure
design, deployment, configuration and security is required.

Familiarity with DevOps practices, continuous integration/continuous
deployment (Cl/CD), and automation tools such as Azure DevOps or GitHub
Actions.

Solid understanding of networking concepts, virtual private networks (VPNs),
and firewall configurations in Azure.

Experience in troubleshooting Azure infrastructure issues, conducting root cause
analysis, and implementing corrective actions.

Knowledge of Azure security features, including Azure Security Center, Azure
Active Directory, and Azure RBAC.

Ability to work independently and collaboratively in a team-oriented
environment.

Excellent communication and documentation skills.

A Microsoft Azure Associate level certification is required, Expert level is highly
preferred.
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The hiring range is between $80,000 to $95,000.
Residency is not required. This is a full time /40

hours per week direct hire position with the City of
Cleveland. The City of Cleveland offers a competitive
salary and comprehensive benefits package including
cost-effective health, dental and vision plans, paid
sick and vacation leave, nine paid holidays, as well
as participation in one of the largest public pension
plans in the State of Ohio, the Ohio Public Employees
Retirement System (OPERS).

The position is open until filled, however, applicants are
encouraged to apply as soon as possible. Qualified
candidates should apply online at once to www.
GovHRjobs.com with résumé, cover letter, and contact
information for five professional references, Atin: Don
Carlsen, GovHR USA, 630 Dundee Road, Suite 225,
Northbrook, IL 60062. Tel: 847-380-3240.

Mayor Bibb and his Team are committed to fostering
a diverse and inclusive workforce, which includes
building an environment that respects the individual,
promotes innovation, and offers opportunities for all
employees to develop to their full potential. A diverse
workforce helps the city realize its full potential.

The city benefits from the creativity and innovation
that results when people with different experiences,
perspectives, and cultural backgrounds work together.
The city is committed to providing equal employment
opportunities for all individuals regardless of race,
color, ancestry, national origin, language, religion,
citizenship status, sex, age, marital status, sexual
preference or orientation, gender identity/expression,
military /veteran status, disability, genetic information,
membership in a collective bargaining unit, status with
regard to public assistance, or political affiliation.

Click Here to Apply!
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